Majid Heydari

Cyber Security

M4 majidheydari@proton.me a +98 9363914531

WORK EXPERIENCE

Data Center Security and Kaspersky Expert.
Private Company

01/2024 - Present

Tasks

- Secured and managed endpoint protection for 4000+ servers
across multiple large data centers.

Data Center Security and Security Auditor.

Asa Co - AGAH Brokerage @

12/2023 - 10/2025

Tasks

- Performed CIS v8 security assessment for 2000 servers in 3
enterprise data centers.

- Security evaluation based on NIST & DISA standard.

Information Security Expert.

Tourism Financial Group, Bank Gardeshgari @
01/2023-01/2024

Tasks

- Infrastructure and Network Security Audit for Tourism
Financial Group.

Data Center Security, SOC, Splunk

Bank Mellat Security Operations Center @

01/2022-01/2023

Tasks

- Monitored and administered Cisco Firepower (FMC) and
Secure Network Analytics (SNA) across 2000+ hosts.
Analysed network behaviours to detect C&C traffic, BOGON
Anomalies, data exfiltration, and worm propagation.
Developed Splunk use cases to enhance SOC incident
Detection.

IT Manager.

Kermanshah Cable Factory &
09/2019-03/2020

Tasks

- The server farm was redesigned and configured with VMWare,

4 hosts with 32 VMs. (DHCP, WSUS, active Directory, manage
engine, Kaspersky endpoint security). Splunk ES.

CERTIFICATES

RED Teaming, Network security, CCNA, CCNP, MCSE,
MTCNA

KASPERSKY Partner (Asia) (05/2007 - Present)

Kaspersky Endpoint Security and Management & Linux

21, November 2025

majidheydari.com

Cyber Security & Data Center Security Expert with 7+ years of hands-on experience in SOC operations,
Kaspersky solutions, endpoint security, SIEM (Splunk), firewalls (Cisco Firepower, SNA), and vulnerability
management (Nessus, Invicti). Proven experience securing large-scale financial and oil industry data
centers (up to 4000 servers). Skilled in CIS v8, NIST, DISA, ISO 27001 frameworks.

M linkedin.com/in/majid-heydari

SKILLS

CIS8 NIST DISA ISO 2700(1-2-5) ISMS
Cisco SNA m Kaspersky EDR

ManageEngine Endpoint Central PRTG

VeeamBackup

Mikrotik VPN Server, IBSng

VMware ESXI

PERSONAL PROJECTS

Tehran Refinery Data center (08/2021 - 04/2022)
Implement VeeamBackup enterprise (200 hosts, 7000 VM).

Tehran Refinery Data center (05/2020 - 01/2021)

Cyber security (Pentest & vulnerability assessment)

Amirkabir University. (2018) &

Website penetration test (SQL injection and exploitation).

Kermanshah Refinery Data Center (2017)

Configured CCTV server and Kaspersky security center.

Payame Noor University. (2017) &

Website penetration test (SQL injection and exploitation).

Islamic Azad University of Kermanshah Branch. (2016)
Redesigned network map and increased network stability. Kaspersky
Endpoint security was configured For 700 clients.

Kermanshah Industrial Estates Company. (2015) @&
Website penetration test (SQL injection and exploitation).

Kermanshah Imam Reza Hospital Complex. (2013) @&
Website penetration test (SQL injection and exploitation).

LANGUAGES

English Persian
Professional Working Proficiency Native or Bilingual Proficiency
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